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Annex X (normative):
Tunnelling of UE Services over Restrictive Access Networks 
X.1

Overview
This Annex specifies a mechanism for tunnelling of UE Services over Restrictive Access Networks. Before using the mechanisms specified in this Annex, the UE shall in accordance with normal procedures attempt to use existing NAT/FW traversal mechanisms as specified in TS 23.402 [5], the main body of this document, and if applicable TS 33.203 [X]. The exact procedure depends on the UE, the access, the requested service, and operator policy.

Clause X.2 specifies a mechanism to achieve UE access to PLMN IP-based services over restrictive firewalls in non-3GPP accesses. As only the transport/encapsulation layer is changed, all protocol variants specified in TS 23.402 [5] are supported and all functionality provided by ePDG/IKE is available.
The mechanisms in this Annex are optional to implement.
Editor’s note: It is FFS whether the mechanisms defined in this Annex should be standadized by IETF or 3GPP. 

X.2

Service and Media Reachability for Users over Restrictive Firewalls - Untrusted Non 3GPP access
This clause specifies a generic mechanism to achieve UE access to PLMN IP-based services over restrictive firewalls in non-3GPP accesses. The mechanism is intended to be used in the case the tunnelling mechanism from section 8.2 does not work.

The UDP encapsulation layer is replaced with a TCP/TLS encapsulation layer on port 80/443 that makes the traffic appear as HTTP/HTTPS traffic to the firewall. To traverse HTTP proxies, the TCP/TLS connection may optionally be setup with HTTP CONNECT.

All protocol variants specified in TS 23.402 (S2b with PMIPv6/GTP and S2c with DSMIPv6) are supported and all functionality provided by ePDG/IKE is available.
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Legend:

-
Only the transport layer is changed. Instead of UPD encapsulation, TCP/TLS encapsulation on port 80/443 is used. Packets types (IKE, ESP, NAT-Keepalive) are identified in a similar way as in IETF RFC 3948 [Y].

-
As before, when PMIPv6 is used the ePDG terminates some of the IPv4/IPv6 messages.

Figure X.1: Protocol stacks for firewall traversal

Authentication, integrity protection, and confidentiality are provided by the IKEv2/ESP layer. TLS is strictly used for firewall traversal (making the traffic look like HTTPS) and shall not be used to provide security instead of the IKEv2/ESP layer. 

NOTE: 
The exact details of the TCP/TLS encapsulation layer are defined in the corresponding stage 3 specification. 
If the establishment of the TCP/TLS connection fails, this may be caused by the presence of an HTTP proxy between the UE and the ePDG. The UE should try to establish a TCP connection to the ePDG by using the HTTP CONNECT method (IETF RFC 2616 [Z]). How the UE gets the address of the HTTP proxy (manual or automatic configuration) is out of scope of 3GPP. 

***
END OF CHANGES
***
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